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Quishing Scam: The new Cybercriminal Tool

uishing, or QR
phishing, is a
cybersecurity
threat in which
attackers use QR codes
to redirect victims to
malicious websites or
prompt them to down-
load harmful content.
The goal of this attack
is to steal sensitive in-

formation, such as
passwords, financial
data, or personally

identifiable information
(PII), and use that infor-
mation for other pur-
poses, such as identity
theft, financial fraud, or
ransomware.

This type of phish-
ing often bypasses con-
ventional defenses like
secure email gateways.
Notably, QR codes in
emails are perceived by
many secure email
gateways as meaning-
less images, making the
users vulnerable to spe-
cific forms of phishing
attacks. QR codes can
also be presented to
intended victims in a
number of other ways.

Scareware

A scareware is a
cyberattack tactic that
scares people into visit-
ing spoofed or infected
websites or download-
ing malicious software
(malware).  Scareware
can come in the form of
pop-up ads that appear
on a user’s computer or
spread through spam

OR codes, or Quick

Response codes, are
two-dimensional bar-
codes that can Dbe

scanned easily with a
camera or a code reader
application. The main
component of a QR
code is data storage.
QR codes have the ca-
pability to store signifi-
cant amounts of infor-
mation including URLs,
product details, or con-
tact information. Scan-
ning technology allows
smartphone cameras or
code readers to easily
and quickly access the
website to which the
URL points.

In a quishing at-
tack, the attackers cre-
ate a QR code and link
it to a malicious web-
site. Typically, the at-
tacker will embed the
QR code in phishing
emails, social media,
printed flyers, or physi-
cal objects, and use so-
cial engineering tech-
niques to entice the vic-
tims. For example, vic-
tims might receive an

email attacks.

A scareware attack is
often launched through
pop-ups that appear on
a user’s screen, warn-
ing them that their
computer or files have
been infected and then
offering a solution. This
social engineering tactic
aims to scare people

email urging them to
access an encrypted
voice message via a
QR code for a chance
to win a cash prize.

Upon using their
phones to scan the
QR code, victims are
directed to the mali-
cious site. The site
may prompt victims to
enter private infor-
mation, such as login
information, financial
details, or personal
information. In the
example above, the
site may request the
user’s name, email,
address, date of birth,
or account login infor-
mation.

Once this sensi-
tive information is
captured, attackers
can exploit it for vari-
ous malicious purpos-
es, including identity
theft, financial fraud,
or ransomware.

into paying for soft-
ware that purportedly
provides a quick fix to
the "problem." Howev-
er, rather than fix an
issue, scareware actu-
ally contains malware
programmed to steal
the user’s personal da-
ta from their device.


https://www.cloudflare.com/learning/privacy/what-is-pii/
https://www.cloudflare.com/learning/privacy/what-is-pii/
https://www.cloudflare.com/learning/privacy/what-is-pii/
https://www.cloudflare.com/learning/security/ransomware/what-is-ransomware/
https://www.cloudflare.com/learning/access-management/phishing-attack/
https://www.cloudflare.com/learning/access-management/phishing-attack/
https://www.cloudflare.com/learning/email-security/secure-email-gateway-seg/
https://www.fortinet.com/resources/cyberglossary/malware
https://www.fortinet.com/resources/cyberglossary/social-engineering
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ero Trust is a net-
work security strate-
gy based on the philosophy

o Beware of fraudulent
calls or messages from
individuals posing as
bank representatives.
Verify the authenticity of
unknown numbers us-
ing apps like Truecaller,

and refrain from re-
sponding or providing
any personal infor-

mation.

. Avoid sharing your UPI
PIN, password or OTP
(One-Time Password)
with anyone, including
bank representatives.
Legitimate bank repre-
sentatives will never ask
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Zero Trust Model

that no person or device inside
or outside of an organization’s
network should be granted ac-
cess to connect to IT systems
or workloads unless it is ex-
plicitly deemed necessary. In
short, it means zero implicit
trust.

In 2010, Forrester Re-
search analyst John Kindervag
proposed a solution he termed
“Zero Trust.”

It was a shift from the
strategy of “trust but verify” to
“never trust, always verify.” In
the Zero Trust model, no user
or device is trusted to access a
resource until their identity
and authorization are verified.

UPI Fraud Prevention

for such information over
phone calls, emails or
text messages

. Avoid using public or un-
secured networks that
can be easily accessed by
hackers.

. Do not disable push noti-
fications and transaction
alerts on your UPI apps.

o Never leave your bank
account unattended.

. When conducting UPI
transactions, ensure that
you are using a secure
and trusted Wi-Fi net-
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This process applies to those
normally inside a private net-
work, like an employee on a
company computer working re-
motely from home or on their
mobile device while at a confer-
ence across the world. It also
applies to every person or end-
point outside of that network. It
makes no difference if you have
accessed the network before or
how many times — your identity
is not trusted until verified
again. The idea is that you
should assume every machine,
user, and server to be untrusted
until proven otherwise.

work.

o Regularly update your
UPI apps to the latest ver-
sion available. Software
updates often include se-
curity enhancements that
can protect you from po-
tential vulnerabilities.

o Keep a close eye on your
UPI account activity and
transaction history. If you
notice any unauthorised
or suspicious transac-
tions, immediately con-
tact your bank and report
the issue.
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FILE COMPLAINT OF ANY CYBERCRIME AT NCRP:

www.cybercrime.gov.in



